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This guide is to be used for programming
of the Umbra UM-305E Wireless Keypad.
For further info, please contact
Your installer
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Introduction—The Umbra UM-305E Wireless keypad
•

•
•
•
•

The Umbra UM-305E Wireless keypad is a 100% wireless, rechargeable keypad for the Umbra Legacy and Umbra Integral
with LCD display.
The keypad can be connected via Micro USB for permanent power, but has an onboard battery with approx. 1 year of charge.
The layout of the keypad buttons are shown below.
When navigating the menu, the number 2 is up, 8 is down, 4 is
left and 6 is right.
The SOS can be set to off, 3 second push or push and code.

Proximity Area

Up
Arm Away

Left

Disarm
Right
Arm Stay
Down
SOS Alarm
Back

Enter
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First time power on
•

To power on the keypad for the first time, press and hold the
“Back” and the “Enter” keys together until the confirmation tone
is heard.
LCD Icons
• The meaning of the LCD Icons are shown below

Alarm

Armed/ Disarmed*

RFID Ready

Battery

Day

Temp

Date

Time

* Arm/disarm status can be toggled on or off depending on keypad
use.
Note: When connected to a power source, the
icon above the
screen lights up and the display stays on.
Before use, the keypad needs to be “woken up” before a proximity
tag can be presented or code is entered. Press and hold the “Back”
and “Enter” Keys for 3 seconds to “wake up” the keypad
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LCD & LED Icon meanings
Alarm Icon
The alarm icon is lit when the keypad triggers an alarm.
The alarms the keypad can trigger are:
• Tamper alarm—when the keypad internal tamper
is triggered
• Invalid code alarm—wrong code entered 9x, the
keypad will lock out all functions for 10 min and
sound the keypad internal alarm for 30 seconds.
• SOS Alarm—when the SOS button is activated, the
keypad will sound the internal keypad alarm and
send an SOS signal to the alarm panel.

or

Alarm Status
When the alarm status option is enabled, the keypad
can display the status of the alarm that was last sent by
the keypad.
• Closed padlock is armed
• Open padlock is disarmed
• Home Icon is armed to home
RFID Ready
When the RFID Ready icon is displayed, authorized
RFID credentials can be used on the RFID area.
Battery
When solid, the battery power is ok.
When flashing, the keypad needs to be charged for
approximately 8 hours.
Power LED
When lit, the keypad is connected to power via USB
Lock LED
When flashing, the keypad is locked out for 10 min
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Power the Umbra UM-305E Wireless keypad via USB
•

•
•

The keypad can be connected via Micro USB for permanent power, but has an onboard battery with approx. 1 year of charge.
The charging time for the battery once discharged is 8 hours
The keypad can be mounted and permanently powered on by
connecting the Micro USB power in to a Micro USB cable and
plugging into an outlet. There is a cable grove indented in the
back to allow space for the wire to run down behind the keypad
while wall-mounted.

Mounting hole

Micro USB Power

Mounting hole
Cable Groove

Set Screw
9

Function Keys & RFID Area
•

The use of the function keys and RFID is as follows
Away Arm
• Press and hold for 3 seconds to activate Away arm
function
This function is to be used when there will be no-one in
the property and with all doors and windows closed.
Home Arm
• Press and hold for 3 seconds to activate Home arm
function
This function is to be used when there will be movement inside the property but the perimeter sensors are
to be armed.
This is usually used when going to bed.
Disarm
• Press to disarm the system after 4 digit code has
been entered

SOS
•

Press and hold for 3 seconds to activate emergency
siren (if set to “press 3s” in programming)

RFID

•

When the RFID Ready symbol is displayed on the
keypad screen
an RFID proximity credential can
be presented to this area to function.
The RFID Ready symbol is active for 30 seconds after
the keypad is “woken up” by pushing “back” and
“Enter” together for 3 seconds
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Sound Indicators
•

The 305E keypad has a number of sound indications to inform
the user via an audible prompt of the reaction of the keypad to
certain functions. These are listed below.

1 Short “Di”
•

RFID positive read

•

Arm

•

Correct operation

2 Short “Di, Di”

•

Correct Operation

•

RFID positive read

•

Disarm

5 Short repeating “Di, Di, Di, Di, Di”
•

Wrong operation

•

RFID Already enrolled

Continuous “Buzz”
•

Tamper triggered

•

Wrong code too many times

•

SOS button triggered
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Enrolling users—The Umbra UM-305E Wireless keypad
Unlike a traditional keypad, the UM-305E is for user arming, disarming and onboard SOS only. The keypad is not for programming an
alarm panel.
For a user to be able to arm or disarm the associated alarm panel,
there first needs to be a user code and/or RFID proximity credential
set in the keypad, which in addition then needs to be enrolled into
the alarm panel to function.
The number of users, with associated RFID credentials available on
the UM-305E is 8. This means there can only be 8 users programmed
into the keypad to either use a code OR a RFID proximity credential.
A user can have both a code and an RFID proximity credential, but
they will be associated with the same panel user.

Once a user is programmed into the keypad with a 4 digit code and
with an associated RFID proximity credential, that user then also
needs to be learned into the “keypad user” section of the associated
alarm panel.
If the RFID proximity credential is to be used on both the keypad
reader AND the panel’s on-board reader, it will need to be learned
into the RFID section of the associated alarm panel AND the keypad
to be learned in as a “keypad user”
If multiple keypads are used, the number of users available is limited
to the number of users that can be programmed into the associated
panel. For example, 4 users on one keypad and the same 4 users on a
2nd keypad would use 8 user slots in the alarm panel.
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Enrolling users—Example
The procedure to be followed for user control depends on the user
function. Here is an example below;

2x UM-305E keypads are to be used for 2 home users and 1 house
sitter. The 2 home users will use codes and RFID credentials on both
UM-305E keypads and the RFID reader on the alarm panel. The
house sitter will have an RFID Proximity tag to be used only on one
of the keypads.
Step 1: Program a user code for home user 1 and home user 2 into
both UM-305E keypads using the method shown on page 19.
Step 2: Program a user code (that will not be given out) into the keypad the house sitter will have access to.
Step 3: Program an RFID proximity credential for home user 1 and
home user 2 into the same user slots as their codes on both keypads
using the method shown on page 18.

Step 4: Program an RFID proximity credential into the same slot on
the same keypad as the code that was set up for the house sitter
Step 5: Enroll home users from the first keypad into the associated
alarm panel as keypad users 1&2 (E1 & E2) see page 20
Step 6: Enroll home users from the 2nd keypad into the associated
alarm panel as keypad users 3&4 (E3 & E4) see page 20
Step 7: Enroll house sitter user from the applicable keypad into the
associated alarm panel as keypad user 5 (E5) See page 20
Step 8: Enroll home user RFID proximity credentials into RFID users
on the alarm panel into RFID slots 1&2 (F1 & F2) see installer guide.
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Cont...

...cont
The system can now be armed and disarmed by home users 1&2
from both keypads with their codes and with users 1&2’s RFID proximity credentials* at the keypads and the associated panel.
The house sitter was not given the programmed code, but was given
the RFID credential to one keypad, so they can only use it with that
keypad.

Home
User 1

Home
User 2

Keypad 1

Keypad 2

Alarm Panel

Access type

Access Type

Access Type

4 digit code

4 digit code

&

&

RFID Credential

RFID Credential RFID Credential
4 digit code

4 digit code

&

&

RFID Credential

RFID Credential RFID Credential

(No code given)

House
sitter

RFID Credential
ONLY
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NO ACCESS

NO ACCESS

Key notes
Default user codes can be added at time of install to associate the
users with the alarm panel. This allows user code changes without
the need to learn the users back into the alarm panel.
Changing an RFID Credential or user code on the keypad will not remove the user from the associated alarm panel.
Removing an RFID Proximity credential from a keypad will not remove it from the Panel if it was also enrolled for the on-board reader. If the RFID credential is to be completely removed, it needs to be
removed from both the keypad AND the panel.
The keypad is a stand-alone entity with 8 user slots.

Each user slot has the option to have a 4 digit code and an RFID proximity credential.
Program changes on the keypad do not effect the alarm panel.
The alarm panel is only controlled by the keypad, when a keypad
user is enrolled into the alarm panel.

*To change RFID proximity credential function, see page 18

For further training, please contact your installer.
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Caution!
The following pages are
instructions for adding and
removing devices/codes.
Device changes should only
occur after contacting your

Security Alarm Service
Provider.
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First time use:
•
•

After initial power up, the keypad will prompt for the default
password. The default User password is 1234.
Enter the code and then press “Enter”

Programing
•

From the main screen, enter the Administrator passcode
(default is 888888) then press “Enter” to enter the programming
menu of the keypad

•

The main menu has 4 sub-menus; RFID set, User set, Time set
and System set.

•

Scroll using “2” for up and “8” for down and select by pressing
“Enter”
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Programing
RFID Proximity Card/Tag
The keypad has the option to facilitate the use of up to 8 RFID proximity Cards/Tags
•

•

In the RFID menu, select “6” to scroll
right to the next user and “4” to
scroll right to the previous user.
Press “Enter” with “type” highlighted to select between RFID authority
levels.

The options for authority are:
 Disarm—the RFID can Disarm only
 Away Arm: The RFID can Arm away only
 Away Arm/Disarm: The RFID has full authority
It is recommended that the RFID tags only be used to disarm the
system associated with the wireless keypad and the “away” or
“Stay” function buttons are used to arm the associated alarm system
using the wireless keypad.
•

To enroll an RFID credential to the
RFID user, use “8” to scroll down to
“Enroll” and press “enter”

•

When prompted, present the RFID
proximity tag to the Proximity area
of the keypad.
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User passcodes—8 available
The User codes are used to arm & disarm the alarm panel associated
with the keypad.
• If in the RFID menu, press “Back” to get to the main programming screen
• If programming from the main screen enter the Administrator
passcode (default is 888888) then press “Enter”
•

In the programming menu, select
“8” to scroll down to “User Set”
then press “Enter”

•

In the “User” menu, select “6” to
scroll right to the next user and “4”
to scroll right to the previous user.
Press “Enter” with “type” highlighted to select between User authority
levels.

•

The options for authority are:
 Arm: User can Arm only



ALL Authority: User can Arm and Disarm
Close: The User is deactivated

•

In the User menu, select “8” to
scroll down and highlight the password and press “Enter”

•

When prompted, enter the new 4
digit password and press “Enter”

•

“Enter Successful” Will display if the
code was successfully changed.
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Programing continued
Enroll wireless keypad users into alarm panel using
panel keys
•

•

•

With the Umbra Legacy panel in the disarmed state, press and
hold the “Enroll” button for 3 seconds. The panel will emit the
“correct operation” short “Di” and the display will flash “E1” if
the slot is available. If the slot is not available, the display will
show “E1” steady.
To enroll a wireless keypad user into this slot if it is available,
trigger the device by entering the user code followed by the
“Away” function key on the keypad.
To enroll a wireless keypad user into a different slot, press the
“WiFi“ button to go to the next slot and the display will show
the next device slot. Press “Enroll” button 4 times to exit at any
time.

Away

2. enter user code followed by “away”

1. Press “enroll” for 3s

3. Enroll Succeeded

4. Press “WiFi” to enroll next

Delete Wireless Keypad User from Panel
• With desired slot selected on display—press and hold “WiFi”
button for 3 seconds to delete
20

Time/Date
•

If in the User menu, press “Back” to get to the main programming screen

•

If programming from the main screen enter the Administrator
passcode (default is 888888) then press “Enter”

•

In the “Programming” menu, select
“8” to scroll down to “Time Set”
then press “Enter”

•

In the “Time Set” menu, press
“Enter” with “Date” highlighted to
enter “Date” Menu

•

In the “Date” menu, enter the date
in the format of Day/Month/Year
and then press “Enter”

•

Press “Back” and then “8” to scroll
down to highlight the “Time” menu
and press “Enter”

•

In the “Time” menu, enter the Time
in the format of Hour/Minute/
Second and then press “Enter”

21

Programing continued
Administrator passcode
The Administrator code is used to program the RFID credentials,
users and settings on the keypad.
•
•
•

If in the Time/date menu, press “Back” to get to the main programming screen
If programming from the main screen enter the Administrator
passcode (default is 888888) then press “Enter”
The programming menu cannot be accessed without this code
so keep it safe as if it is lost, the whole keypad will need to be
defaulted to recover.

•

In the programming menu, select
“8” to scroll down to “System Set”
then press “Enter”

•

In the “System Set” menu, press
“Enter” with “Program” highlighted
to change password.

•

When prompted, enter the new 6
digit password and press “Enter”
“Enter Successful” Will display if the
code was successfully changed.

•

Lost Code
In the event that the Administrator code is lost, the keypad can be
reset to default by removing power, disconnecting the battery
(remove screw under flap of keypad to get to internal battery) then
powering back up with USB power cable and pressing and holding
“back” and “Enter” until confirmation beeps are heard.
**CAUTION** This will delete all RFID credentials and reset the user
codes back to default.
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SOS
•
•

If in the System Set menu, press “8” to scroll down and highlight
“SOS”
If programming from the main screen enter the Administrator
passcode (default is 888888) then press “Enter”

•

In the “Programming” menu, select
“8” to scroll down to “System Set”
then press “Enter”

•

In the “System Set” menu, with
“SOS” highlighted pressing “Enter”
will select through the SOS button
options

The SOS options are:
 Clsoe—The SOS button is disabled
 Password—the SOS button requires a user code to activate
 Press 3sec—the SOS button will activate if held for 3 seconds
It is recommended that the SOS button be set for 3 second push if in
use to prevent false alarms or failure to use in an emergency by a
non-user.

Temperature
•
•

•

If in the System Set menu, press “8” to scroll down and highlight
“Temperature”
If programming from the main screen enter the Administrator
passcode (default is 888888) then press “Enter”
In the “Programming” menu, select
“8” to scroll down to “System Set”
then press “Enter”
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Programing continued
•

In the “System Set” menu, with
“Temperature” highlighted pressing
“Enter” will select between Celsius
and Fahrenheit

Lock Password
•

If in the “System Set” menu, press “8” to scroll down and highlight “Lock Password”

•

If programming from the main screen enter the Administrator
passcode (default is 888888) then press “Enter”

•

In the “Programming” menu, select
“8” to scroll down to “System Set”
then press “Enter”

•

In the “System Set” menu, with
“Lock Password” highlighted pressing “Enter” will select between
“Open” and “Close”

This function toggles on (open) and off (close) the need to enter a
user password after “waking up” the keypad.
It is recommended that the Lock password be set to “close” to disable the lock password to enable quick and simple use of the keypad
as User codes are required for disarming and the administrator code
is required for programming.
The lock password is an additional level of security that can be used
if keypads are in a public space, but are not required for regular use.
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Status
•

If in the “System Set” menu, press “8” to scroll down and highlight “Status Sw”

•

If programming from the main screen enter the Administrator
passcode (default is 888888) then press “Enter”

•

In the “Programming” menu, select
“8” to scroll down to “System Set”
then press “Enter”

•

In the “System Set” menu, with
“System Sw” highlighted pressing
“Enter” will select between “Enable”
and “Disable”

This function toggles on (Enable) and off (Disable) the on keypad status of the arming state of the connected alarm system, but
ONLY IF ARMED FROM KEYPAD ALONE
It is recommended that the keypad arming status is “Disabled” if other forms of arming are used other than the keypad, as the keypad
will only give the status which was last sent.
If the connected alarm system is armed or disarmed via app, keyfob
or RFID Proximity tag at the panel and not the keypad, the keypad
will not change status to reflect this.
The status feature can ONLY be used if the keypad is the ONLY device used to arm and disarm the connected alarm system or it will
not reflect the true system status.
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Programing continued
Language
•
•

If in the “System Set” menu, press “8” to scroll down and highlight “Language”
If programming from the main screen enter the Administrator
passcode (default is 888888) then press “Enter”

•

In the “Programming” menu, select
“8” to scroll down to “System Set”
then press “Enter”

•

In the “System Set” menu, with
“Language” highlighted pressing
“Enter” will select between Languages.

The current available languages are:
English and German with more coming
in future releases.
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Default—CAUTION—erases all codes/RFID & Settings
•

If in the “System Set” menu, press “8” to scroll down and highlight “Restore the factory”

•

If programming from the main screen enter the Administrator
passcode (default is 888888) then press “Enter”

•

In the “Programming” menu, select
“8” to scroll down to “Restore the
factory” then press “Enter”

•

In the “System Set” menu, with
“Restore the factory” highlighted
pressing “Enter” will default all user
codes, the administrator code and
erase all RFID credentials

•

Once pressed, the keypad will display “Recovering” before returning
to the “system Set” Menu.

•

At any time during programming,
the “Back” button can be used to
step back a menu or exit out of the
programming menu and back to the
main screen.
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Notes
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